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The underrated benefits of “plug-and-play

Security solutions are
meant to protect and
make customers feel se-
cure. But that wasn’t the
case recently for a Mis-
sissippi couple who in-
stalled a camera to watch
over their daughters.
Someone hacked into the
camera, scaring the kids
and potentially putting
them in danger. Before
dismissing it as a one-off
home security issue, look
at what happened before
the presidential inaugu-
ration when hackers hit
more than 100 cameras
that watched over the
U.S. Capitol.

These are just a couple
of examples of vulnera-
bilities that hackers have
exploited.  Researchers
unearth new cyber weak-
nesses in network camer-
as frequently, prompting
manufacturers and devel-
opers to release patches
before someone tries to
take advantage of them
and it makes headlines.

Now consider for a
moment, what happens
when a surveillance cam-
era system is hacked, or
an end-user finds vulner-
abilities in their installa-
tion through penetration
tests. There 1s panic - of
data leakage, of the de-

vice’s functioning, and,

of course, reputation,
not necessarily in the
same order.

And guess who gets
the first call in most sit-
uations? If it’s a govern-
ment project as serious
as the U.S. Capitol in-
cident, the FBI may be
called into action, but
for most commercial
enterprises this isn’t an
option. After reporting a
breach to the police, the
next call will be to the
systems integrator.

The integrator will be
blamed for the solution
not being secure even
it they are not at fault,
even if i’s the camera
and the network devic-
es themselves that are
vulnerable. Often this
impacts the integrator’s
reputation, who ends up
having to rework on the
project or even replace
the whole system, free of
charge.

Where Do the Vulnera-
bilities Lie?

Ask any cybersecurity
expert, and they will tell
you that any device con-
nected to a network is
at risk. Digital solutions
could be vulnerable be-
cause of potential bugs

in an algorithm, shoddy
networking  practices,
or just carelessness from
users. There is enough
research done to back up
these concerns.

The good news, of
course, 1is that most
solution providers are

prompt to provide firm-
ware updates to close
any unexpected back-
doors. The bad news is
that this is a reactive ap-
proach, as there are obvi-
ously other weak points
yet to be discovered, and
it could be just a matter
of time before a hacker
is one step ahead of a re-
searcher.

Making things worse
are botnets. These clus-
ters of connected, com-
promised-devices  can
cause devastating dam-
age to networks, busi-
nesses, and countries.
They are a security ad-
min’s worst nightmare
not just because of the
potential scale of dam-
age, but also because of
their flexibility that al-
lows updating. For in-
stance, after the Mirai
botnet wreaked havoc
across the globe, came
another named Reaper
that attackers could eas-
ily update to increase the
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damage it caused.

What Should
Know

You

An obvious conclu-
sion is that there is no
single answer to cyberse-
curity problems. A com-
bination of robust tech-
nology and best practices
is the ideal solution, and
implementing it will re-
quire reconsidering the
kind of solution provid-
ers you work with. In the
meantime, the following
factors need to be re-
membered.

1. More is Not Always
Merrier

The security industry
has been seeing the de-
bate between open and
proprietary protocols for
quite a few years now.
While the supporters of
open protocol solutions
argue that different com-

panies need to specialize
in different segments,
there is no denying that
integrating solutions
from different compa-
nies is always going to
be difficult.

Not all the devices
from a company may
work well with another
company’s devices seam-
lessly. Updates to firm-
ware may also be diffi-
cult because integrators
will have to manage each
device separately. Stick-
ing to solution providers
who can meet all your
security demands is a
solution to this. But you
will have to make sure
that even these solution
providers use technology
that prevents third-party
access effectively.

2. Firewalls Only Work
When Configured Well
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Firewalls are one of
the first and most im-
portant lines of defense
in  network security.
Simply put, it’s a soft-
ware that filters informa-
tion coming into a de-
vice and going out from
it, looking for anything
that could be harmful.
Its significance in NVRs
is undeniable. But what
many people don’t re-
alize is that a firewall is
only as good as its con-
figuration.

As a systems inte-
grator or end-user, you
must ensure the NVR
solution you purchase
has a firewall that is con-
figured and designed to
the best level.

3. Security of Trans-
mission  Systems is
Equally Important

The use of transmis-
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Dear Reader

With the lockdown due to
COVID-19, having been extended
to May 3, 2020 and even beyond in
some states, many people are wonder-
ing what the future holds for them and
their families, businesses and workers.

Since it is now abundantly clear that
the lockdown will only be lifted in
phases, with production at a stand still, supply chains disrupted,
and many workers having gone to their home-towns, manufac-
turers and distributors are finding it difficult to plan ahead.

However, this is not the time to get into a state of desponden-
cy. Let us understand that the ‘normal’ as we knew it, is now
a thing of the past. We shall have to work collectively towards
creating a new ‘normal’. For example, the west will be forced to
concede that the ‘namaste’ or bowing from the waist which has
been the “normal” for a large part of Asia, is a far better form of
greeting than the traditional western handshake. Similarly, Asian
families will be forced to give up their traditional huge family
gatherings, with much hugging and backslapping in favour of
more distanced meetings with the help of technology, and vir-
tual meetings will replace large numbers of physical meetings.
Many jobs may permanently take on a work from home ‘avatar’,
thereby stepping up the need for more secure high speed internet
connections, while petrol and diesel consumption and personal
transport such as cars and motorised two wheelers may perma-
nently see a very reduced rate of growth due to a lesser need to
physically commute to one’s workplace.

At the same time, traditional dependence on imports will shift
towards more local manufacture and dependence on exports will
shift towards greater development of domestic markets. In other
words, we shall see a lot of change in the coming months and
years.

However, I once again reiterate that this is not the time for de-
spondency but the time to gird up one’s loins and get down to
the task of building a new India. Our workers are not a liability
for us but rather an asset, who if treated with fairness and com-
passion will help us build a better, more efficient and stronger
enterprise. While many things will change, there are some that
must not. We must not lose faith in mankind, trust in our fellow
human beings and the spirit to help others while trying to rees-
tablish ourselves.

If we have not already done so, let us plan on how best to man-
age our affairs while still stretching out a helping hand to others.
Keeping in touch with partners, clients and prospective clients is
a vital aspect of this rebuilding exercise. Last month, I have al-
ready mentioned how progressive brands are smartly leveraging
tools such as linkedin, facebook posts, tweets or blogs on their
websites, publishing and promoting webinars, presentations or
training videos, or simply engaging with the industry at large.

After all, if our parents’ generation could overcome the effects of
the partition in India and the holocaust in Europe, we too can
rise to the challenges posed by this new kind of war.

Let us together once again raise the slogan “We Shall Overcome”.
Till we meet next month,

Cheers, Stay Safe and Keep Others Safe. G B Singh
Group Editor

[ gbsingh@lstassct.org
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TOP INDIAN WOMEN INFLUENCERS IN SECURITY

Globally women are playing a key role in the advancement of the profession
of security in all sectors, verticals and levels of the industry.

In order to recognise and honour the accomplishments, value and
contributions of women within this male dominated vital sector of the
economy,

SECURITY TODAY & SECURITY UPDATE, in association with InfosecGirls
and the Women In Security & Resilience Alliance (WISECRA) have launched

the “Top Indian Women Influencers in Security’ recognition.

This new accolade has been developed to help recognise women in security

across india who have made significant contributions, advanced the industry

and shaped the path for future generations of professionals among other vital
contributions.

There is 'No Fee' for Nominations.
Last Date to Nominate is 9th May 2020

For nominations, please visit our website:
www.securitytoday.in
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sion protocols that are
not secure enough could
casily result in hackers
accessing your data. Us-
ing cryptographic pro-
tocols like Transport
Layer Security (TLS) is
important here but this
alone is not enough to
get the most out of your
system.

4. Never Underesti-
mate Human Error

Security experts and
solution providers often
tell customers that the
weakest link in cyberse-
curity is the user. Simple
mistakes like not chang-
ing default passwords
could end up costing the
customer dearly.

But  despite  such
warnings, many custom-
ers still fail to do the right
thing. Unfortunately, in
many instances, solution
providers are content
with just warning them
of the issue. Clearly, it’s
not enough, and this
is where plug and play
solutions become rele-
vant.

Why  Plug-and-Play
Solutions Are the An-
swer

With more and more
devices  getting  inte-
grated into security in-
frastructure, systems

integrators and end cus-
tomers need to have a
method to manage each
of them. However, if
you factor in the chances
of human error, manag-
ing more devices, with

separate  configurations
and passwords for each
of them, it could result
in the solutions having
several vulnerabilities.

For instance, having
to setup a separate pass-
word for each device
is time-consuming and
monotonous, leading to
installers or operators us-
ing weak passwords that
can be easily broken by
hackers. Or even worse,
using the default pass-
words.

True plug-and-play
solutions are the only
credible answer to this.
When devices require
minimum configuration,
there is less chance of hu-
man error, and this leads
to better security. There
1s no need for users to
come up with unique
passwords and change
them periodically for
each device.

Plug-and-play  solu-
tions also make the inte-
gration process smooth-
er. Systems integrators
no longer have to wor-
ry about compatibili-
ty issues or frustrating

9y

device-configuration
processes. A strong in-
tegration guarantees less
chance of bugs in the
system that hackers can
exploit. Having a single
solution provider watch-
ing over the whole inte-
grated solution also al-
lows integrators to rest
assured that they can
deal with any problem
that may arise during or
after the project through
a single window.

Plug-and-Play to Re-
duce Total Cost of Ser-
vices

Working with a cy-
ber-secure physical secu-
rity solution has several
benefits for systems inte-
grators, but if you look
at the bigger picture,
it all comes down to
bringing the Total Cost
of Service (TCS) down.
TCS helps integrators
understand  the prof-
itability of a customer
account by determining
the overhead costs and
actual activities. A true
plug-and-play  solution
that reduces cybersecu-
rity concerns and offers
a hassle-free installation
process reduces overall
TCS and gives integra-
tors more room to uti-
lize their resources better
and boost their earnings.

‘Proxy’ Promotes Smartphone-
Based Reader as WI]I'|[| S omallest

Proxy is  bringing
to market a new smart-
phone-based identity

signal reader the startup
company bills as being “so
small it can be installed be-
hind existing access card
readers in just minutes.”

The wuniversal reader,
called the Mobile Read-
er Nano, is said to pro-
vide employees, tenants
and visitors with smart-

phone-based
access with no impact to
existing security systems.

building

Before now, companies
that wanted to enable
smartphone-based  build-
ing access had to replace
their existing readers, ac-
cording to the company.

The Nano operates on
24GHz (Bluetooth Low
Energy) frequency. Sig-
nals emitted from a per-

son’s smartphone replace
the multitude of keys,
cards, badges, apps and
passwords people typically
need to gain access to the
buildings, devices and ser-
vices they frequently use,
according to the company.

The new reader is
said to work with all ac-
cess control providers, so
there is no need to mod-
ify or replace backend ac-
cess software. When both
landlords and tenant com-
panies implement Proxy
Mobile Reader Nano, they
can provide completely
frictionless lobby-to-office
access to tenants and visi-
tors.
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multi-tenant video intercom Solution

Aiphon,

the inter-
national manufacturer
of intercom and security
communication  prod-
ucts, introduced its IXG
Series IP-based video
intercom, a comprehen-
sive solution providing
multi-tenant and mixed-
use building managers
with reliable network
communication and en-
try security along with
the convenience of a
tenant mobile app.

The IXG Series inte-
grates multiple security
layers to meet property
managers’ needs for a
single facility or an entire
portfolio of mixed-use
properties. The cloud-
based IXG Series Mobile
App enables tenants to
screen visitors and un-

lock entries using their
smartphones from vir-
tually anywhere in the
world. The app may be
used with or without an
individual interior sta-
tion. Building managers
may select to have ten-
ants screen visitors or
have all entry requests go
directly to a guard sta-
tion before being trans-
terred to the appropriate
suite or apartment.

The IXG Series fur-
ther enhances security
with an available elevator
control adaptor to en-
sure visitors access only
the floor on which the
tenant works or resides.
All entrance, tenant and
guard stations include
touchscreen displays and
enable onboard event re-
cording with a microSD
card.

Other features and
benefits of the IXG Se-
ries video intercom in-
clude:

e Jlluminated touch-
screen entrance panel
for interface and vid-
co display

e Available later in

2020, a physical vid-
eo guard station

* Video conferencing
between guard sta-
tions

* Confidence that the
system 1s function-
ing as intended with
scheduled or manual
health checks of all
stations, components
and network connec-
tions

e FEase of installation.
All stations are Power
over Ethernet using
standard  structured

cable (Cat-5/Cat-6)

The IXG Series may
be combined with Ai-
phone’s IX Series 2 peer-
to-peer video intercom
system with its many
door, master and sub sta-
tions, adapters and mod-
ular emergency towers
and wall boxes, to create
broader, more powerful
solutions for large and
enterprise-level applica-
tions. The IXG Series is
compatible with legacy
and future IX Series and
IX Series 2 products.

Abloy unvels Mobile Digital ey &
‘Extremely Weatherproof® Bluetooth Padlock

Abloy Oy, has intro-
duced its newest innova-

tion in digital keys, the
ABLOY BEAT. The new
keyless solution combines
three main components:
a digital key, a mobile ap-
plication and a heavy-du-
ty, Bluetooth padlock.
All is managed with the
visual ABLOY OS user
interface.

Among business-
es worldwide, there is
a growing need for the
convenience and acces-
sibility of highly secure
keyless access solutions
— either as an addition
to existing workflows or
as a standalone solution.
Especially in remote areas

or  situations
where carrying
a physical key
can bring the
possibility  of
corruption  or
even  danger
for the holder,
a mobile solu-
tion is also in

demand.
BEAT s
designed  es-

pecially for professional
physical protection of crit-
ical infrastructure, busi-
nesses and industry sites.
While securing property,
it also offers customers
improved operational ef-
ficiency, reducing both
logistics and costs. It also
saves on fuel emissions,
making it a sustainable
option. The solution is in-
tended to be used in sec-
tors like telecom and data
centers,  transportation
and logistics, utilities (wa-
ter, electricity, gas) and
mining.

The digital BEAT key
connects to the physical
heavy-duty,  Bluetooth
padlock, designed to

perform in harsh envi-
ronments and remote
areas. The padlock has
an IP68 protection rat-
ing, a case-hardened steel
body and LED indica-
tions for lock status. It
complements the cur-
rent ABLOY® SUPER
WEATHER PROOF
range of padlocks.

BEAT can be integrat-
ed with existing secunty
workflow  solutions in
use, but it can also be im-
plemented as a standalone
locking  solution  with
ABLOY OS. ABLOY OS
enables managing keys,
locks, and access rights
on-the-go and remotely
from a single, easy-to-use
and highly visual inter-
face.

BEAT is the latest
addition to Abloy’s com-
prehensive and evolving
digital portfolio of fu-
ture-ready security and
access control solutions.
The news announced to-
day is the first phase of the
BEAT solution, and the
company plans to unveil
new features in the future.
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Alvarado [aunches 504300 compact barrier |dentiv integrates Blutooth and cloud-based

optical turnstile to enhance perimeter Security

-

As security require-
ments expand to smaller
buildings and lobbies,
architects and specifiers
are looking for compact
optical turnstiles that
provide a high level of
security in the limited
space available. With
this problem in mind,
Alvarado has introduced
its most compact barrier
optical turnstile to date,
the SU4500. Designed
for high-end facilities
where space is at a pre-
mium, the new SU4500
has a compact 38” cab-
inet length but doesn’t
compromise on security,
throughput performance
or looks.

The

unobtrusive

modern design does not
impede or obstruct the
line of sight, and the
shallow depth of the lane
ensures that it will fit in
even the ‘coziest’ of spac-
es. Typical installation
sites for the SU4500 in-
clude corporate lobbies
and elevator banks, uni-
versity recreation cen-
tres, government facili-
ties and hospitals.

Because aesthetics is
such an important factor
in modern construction,
the SU4500 includes
architecturally  inspired
features and liberal use
of crystal-clear materials.
The SU4500 can be fur-
ther enhanced through
an  optional  lighting

package that allows us-
ers to illuminate the side
panels (and the top and
end lights, if desired)
in any RGB colour and
create unique transition
effects. The result is a
modern look that com-
plements any environ-
ment.

Integration is quick
and easy, as the SU4500
integrates with virtually
any existing access con-
trol or visitor manage-
ment system. Dedicated
inputs for fire or life safe-
ty systems are provided
and outputs are available
to turn on cameras, lock
interior doors and pro-
vide remote notification
of alarm events.

The SU4500 can ac-
cept various credential
readers, including RFID
and emerging technolo-
gies such as biometrics
and elevator dispatch.
The result is a secured
access solution that not
only looks amazing but
provides superior access
control and visitor man-
agement.

Glimax N1 Alexa Built-in Alarm System

A
 —

X1 is a new Alexa
built-in voice-controlled
smart home alarm system,
incorporating home secu-
rity, home automation,
and emergency monitor-
ing all-in-one. Users can
talk to X1 directly and
control the smart home
system with the voice
commands. Turn off the
lights, arm the system,
or apply a scene when
there’s a need—all hands-
free and without hassle.

What’s more, with
Climax’s Alexa built-in
voice extenders (VRCP-
WIFI-AVS) placed
around the house, users
can easily control the
system with their voices

via the nearest device to
them, no matter if they
are in the living room or
the kitchen. The two-way
voice communication on
X1 and voice extenders
also offers peace of mind
during emergency events.
Having a safer and com-
fortable living environ-
ment is easier and intui-
tive NOw.

With Alexa built-in,
users can talk to X1 di-
rectly and control the
smart home system with
the voice commands, re-
alizing home security,
home automation, and
emergency — monitoring
without hassle. X1 fea-
tures two-way voice com-

munication with echo
cancellation, allowing for
real-time  conversation
with anyone at home.

In a house equipped
with  Climax’s  Alexa
built-in Voice Extender
(VRCP-WIFI-AVS), us-
ers can easily control the
system with their voic-
es via the nearest device
to them. The two-way
voice function on voice
extenders also provides
great assistance during
emergency reporting.
X1 is compatible with
Climax’s F1 technology.
With its fast transmission
and reliability, the alarm
reports will be sent timely
to build a safer home en-
vironment.

With integration of
Z-Wave automation sen-
sors, X1 enables users to
remotely control lights or
home appliances accord-
ing to customized sched-
ules, scenes, or rules. X1
1s tailored to all users’
needs and enhances their
quality of life. X1 can
also assimilate round the-
clock sensors, like smoke
& heat detectors, water
sensors to prevent disas-
ters and quick response
during emergencies.

www .securityupdate.in

aceess control with MobilisiD Solution

Identiv, Inc. has an-
nounced the launch of
MobilisID, its latest
solution for frictionless
access. The MobilisID
solution brings ease and
simplicity to physical
access and management
without compromis-
ing security. Using the
latest in Bluetooth and
capacitive technologies,
MobilisID allows users
the freedom to access a
controlled environment
without the need to pres-
ent a credential.

Identiv’s  MobilisID
solution combines secu-
rity, simplicity, and con-
venience into an easy-to-
install, cloud-managed
physical access control
system (PACS). By har-

current

nessing  users’
smartphones and tablets
to transition from con-

ventional physical cards
to secure mobile cre-
dentials using powerful,
multi-tech Bluetooth
MobilisID Readers, the
smart mobile solution
creates a secure and ef-
fortless way to approach
physical access, keeping
users on-the-go.

Issuing and manag-
ing credentials has nev-
er been easier with Mo-

bilisID Manager. The
MobilisID  cloud-based
portal works on any

web-browser and gives
administrators and oper-
ators the ability to issue,
update, and remove user
credentials  on-the-fly,

making the once cum-
bersome process of cre-
ating physical creden-
tials simple, quick, and
efficient. Managing users
and credentials with Mo-
bilisID Manager is also
cost-effective by cutting
out the hardware nec-
essary to produce cards
and eliminating costs to
deploy, ship, and track
physical cards.

The MobilisID app,
available on the Apple
App Store and Google
Play Store, converts al-
most any 10§ or Android
smartphone or tablet into
a direct replacement for a
traditional, physical cre-
dential. The MobilisID
app securely transmits a
personalised  credential
using the latest Blue-
tooth technology to Mo-
bilisID readers allowing
the user to freely move
throughout a building or
facility without the need
to present the mobile
device. For those sites
that require support for
legacy, proximity-based
credentials, including
cards, tags, or fobs, the
MobilisID Reader sup-
ports 26 — 37 bit 125
kHz low frequency (LF)
credentials, making the
transition from physical
to electronic-based ac-
cess control seamle

Napco Security announces availability of
ngcure Gomplete Gellufar Alarm Systems

i

Napco Security Tech-
nologies has announced
the availability of its
award-winning  iSecure
Complete Cellular Alarm
Systems. iSecure is de-
signed to help security
professionals to be more
competitive, adding more
residential accounts and
new RMR, while offer-
ing the professional-grade
security systems, remote
Smart App & notification
alerts consumers want.

For speediest setup,

iSecure is uniquely install-
able in about an hour, and
programmable using any
smart phone/tablet and a
cloud-based portal with
easy drop-down menus.

(No laptop required!)

iSecure is available in
3 all-inclusive kits, with
choice of wireless keypad,
security touchscreen or
connected home touch-
screen, and includes two
wireless  window/door
sensors and wireless PIR.

iSecure guarantees the

lowest equipment cost
and professional installa-
tion in under an hour and
features a Go-Anywhere
Smart Hub with built-in
StarLink Cellular/IP LTE
dual path alarm reporting
that literally goes any-
where, wall-mount or ta-
bletop, allowing dealers to
position it for best signal
reception and less vulner-
ability to smashing, plus
spoken voice prompts,
85db siren, RF-receiver
& 24-hr standby for max-
imum power-outage pro-
tection.

A full line of profes-
sional accessories are also
available including wire-
less CO, smoke, heat de-
tectors, video cameras &
doorbell, extra plug-in
siren with strobe and the
1Secure Takeover Module,
eliminates rewiring or re-
placing installed sensors,
and more.
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LILIN has an-
nounced the release of
its Aida traffic manage-
ment solution. With the
success of LILIN Aida
automatic number plate
recognition  (ANPR),
LILIN Aida adds AI
traffic management to
the Aida product line.
LILIN Aida can be in-
stalled on the edge for
traffic analysis where the
metadata gets sent to the
remote Navigator Con-
trol Centre.

LILIN Aida ANPR
and traffic management
can integrate with LI-
LIN Navigator VMS
products including Nav-
igator Control Centre,
Navigator ~ Corporate,
and Navigator Enter-
prise for event notifica-
tions, statistics, and sys-
tem automation.

Both LILIN Aida
and LILIN Navigator
products utilise Intel

‘Media SDK for

Win-
dows and maximise the
GPU processing power
tor video decoding and
rendering. LILIN of-
fers Aida ANPR, traf-
fic management, VMS

software, and Al re-
corders  (NAV2000AI
and NAV3000AI se-

ries) which can run on
Intel CPU, GPU, VPU,
and NVidia Cuda on
Windows OS. LILIN
Aida software is able to
run Multiple AI mod-
els on distributed Al
CPU, GPU, and VPUs
of a Server. LILIN Aida
ANPR series and Aida
traffic management use
the latest deep learning
technology.

Aida traffic manage-
ment can provide ac-
curate Al traffic object
recognition for parking
spot detection, parking
violation, turn left vi-
olation and turn right
violation, wrong way

SURVEILLANCE

LILIN unveils Aida Traffic
Management Solution

detection with number
plate recognition, truck,
motorbike and pedestri-
an violations, queuing
detection, average speed
detection, and loitering
detection. LILIN Aida
traffic management by
deep learning technolo-
gy requires thousands of
pictures for image label-
ling and machine train-
ing of object datasets.
These processes are time
consuming tasks. The
datasets are then used for
traffic management.

Image labelling needs
more attention for in-
ference accuracy. LILIN
deep learning processes
consist of image label-
ling, video recognition,
and accuracy validation.
LILIN designed and
developed Al-enhanced
software combined with
intelligent video surveil-
lance edge devices can
optimise traffic systems.

Dahua Technology launches WizSense
full-colour series network camera

Dahua  Technology
has successfully launched
its brand new solution for
smart night surveillance,

the WizSense Full-Co-
lour Series Network
Camera.

This new camera se-
ries embraces Dahua
Technology’s four major
technological innova-
tions:

Large Aperture Lens -
Features F1.0 super large
aperture that collects 2.5

times the amount of light
compared with F1.6 ap-
erture, creating a brighter
image.

High-Performance
Sensor - Offers 30% pho-
tosensitive capacity in-
crease through its larger
Sensors.

Advanced ISP - Da-
hua ISP 4.0 greatly im-
proves  Signal-to-Noise
Ratio (SNR) and colour
reproduction.

Warm Light - The

Ilimg.-

fii e

weighted radiance of blue
light is 40% below Euro-
pean Union standards,
which  presents lower
light pollution and less
harm to human eyes.

With these four tech-
nological advances, Da-
hua Full-Colour Cam-
era delivers unparalleled
performance at night. It
achieves 24/7 monitor-
ing by capturing vivid
details and presenting
coloured images in low
light conditions. At the

www .securityupdate.in

same time, it provides
warm and smart auxiliary
light to guarantee image
clarity and quality even in
total darkness. Thanks to
its built-in Al functions,
higher monitoring accu-
racy at night is guaran-
teed.

Dahua

Technology
delivers both SMD and
Full-Colour for night
surveillance  advantages

to its customers. On one
side, SMD can easily pro-
cess visual information

collected by Full-Colour

Camera. On the oth-
er side, the Full-Colour
Camera significantly in-
creases the accuracy of
SMD at night.

In addition, Dahua
SMD has the ability to ef-
tectively filter false alarms
triggered by pets, leaves,
branches, raindrops,
lights and other irrelevant
objects, and only focus
on real threats, human
and vehicle.

the two
technolo-

Utilising
advanced
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gies, Dahua WizSense
Full-Colour Camera can
accommodate a wide
range of application sce-
narios, such as museums,
cinemas, factories, vil-
las, schools, etc. Users
no longer need to worry
about the high cost of pa-
trolling or leaving their
property unguarded at
night. This solution is ful-
ly capable of meeting the
demands of ordinary us-
ers, delivering a safer and
cost-effective solution for
night surveillance.

Panasonic® 1-PRO and WEGTY connect {o provide
high performance Mobile Surveillance Solutions

Panasonic 1-PRO
U.S. Intelligent Surveil-
lance, a division of the re-
cently formed Panasonic
1-PRO Sensing Solutions
Co., Ltd., has recently
entered into a technology
partnership with Wireless
CCTV LLC (WCCTV)
to offer high perfor-
mance wireless trans-
mission solutions over
state-of-the-art 4G LTE
networks. The reciprocal
agreement enables autho-
rized Panasonic i-PRO
systems integrators and
reseller partners to inte-
grate WCCTV  wireless

solutions for delivery

to their customers, and
for WCCTV to offer
their customers wireless
surveillance solutions
that integrate Panasonic
1-PRO cameras.

The combination of
industry leading imaging
and surveillance solutions
from Panasonic 1-PRO
with  WCCTV’s proven
4G LTE Wireless Net-
work technology fulfills
users’ growing demand
for rapidly deployable
surveillance solutions
that feature the ability to
be easily relocated to ar-
eas of immediate interest.

“WCCTV’s innova-
tive approach to wireless
transmission employing
4G LTE technology de-
livers the performance or
integrity our customers
demand for profession-
al applications,” said Bill
Brennan, President of
Panasonic i-PRO Sens-
ing Solutions Corpora-
tion of America. “We
believe the addition of
WCCTV’s wireless trans-

mission technology to
our growing portfolio of
solutions further enhanc-
es our position as an end-
to-end supplier of com-
prehensive  surveillance
and access control system
solutions and strengthens
our mid-size municipality
vertical focus.”

“The marriage of
WCCTV’s wireless solu-
tions with the globally
renowned  performance
of Panasonic 1-PRO’
imaging and surveillance
solutions is a win-win for
both our companies, our
reseller partners and the
customers we all serve,”
said Adam Haworth, Ex-
ecutive Vice President at
WCCTV. “We look for-
ward to working with
Panasonic i-PRO and
their integration part-
ners to help existing and
new potential users re-
solve longstanding sur-
veillance issues related to
traditional wired network
connectively.”

New Avigilon intelligent and
cost effective camera

The
H5M camera is the latest

new  Avigilon

addition to the Motorola
security solution portfo-
lio, and has been designed
to provide customers with
a cost-effective solution
for budget-conscious vid-
eo security projects that
require a small-footprint
camera for outdoor use.
The H5M camera can

handle tough environ-
mental conditions while
offering Al-powered Un-
usual Motion Detection
(UMD) — all backed by

a five-year warranty.

The camera features
a compact size and can
seamlessly integrate with
other open-platform sys-
tems. In addition, this
intelligent camera helps
save time through its
built-in Al technology
that flags unusual events
to users. The H5M cam-
era is offered in 2 and 5
MP resolution, it is priced
cost-effectively, and is en-
gineered to be easy to in-
stall, addressing a wide va-

riety of security needs and
helping projects remain
on time and on budget.

“We are introducing a
budget-friendly  solution
for our customers who
have sites that need val-
ue-oriented, outdoor-rat-
ed cameras,” said John
Kedzierski, senior vice
president, Video Securi-
ty Solutions at Motorola
Solutions. “This camera is
suited to serve a wide-va-
riety of customer seg-
ments, where we are al-
ways working to provide
intelligent end-to-end
solutions that target our
customers’ specific securi-
ty needs.”
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FLIR Systems, Inc.
has announced the FLIR
A400/A700 Thermal
Smart Sensor and Ther-
mal Image Streaming
fixed camera solutions
for monitoring equip-
ment, production lines,
critical infrastructure and
screening for elevated
skin temperatures.

These highly config-
urable smart camera sys-
tems provide accurate,
non-contact  tempera-
ture monitoring across
a wide range of disci-
plines:  manufacturing
process control, prod-
uct development, emis-
sions monitoring, waste
management, facilities
maintenance, and Envi-
ronmental, Health, and
Safety (EHS) improve-
ments. The FLIR A400/
A700 Thermal Smart
Sensor solution initial-
ly will be prioritized
tfor those responding to
COVID-19. For all ap-

plications, the series of-

fers multi-image stream-
ing, edge computing,
and Wi-Fi connectivity
to help speed data flow
and enable faster deci-
sions, improving pro-
ductivity and safety for
professionals.

FLIR designed the
A400/A700 cameras
with two configurations
to better meet applica-
tion-specific needs. The
Thermal Smart Sensor
configuration,  recom-
mended for measuring
elevated skin tempera-
tures, incorporates ad-
vanced measurement
tools and alarms with
edge computing to en-
able faster critical de-
cisions. The  Image
Streaming configuration
provides multiple ther-
mal streaming capabil-
ities to help optimize
process control, improve
quality  assurance, or
identify potential failures
that could shut down a
production line.

SURVEILLANCE

FLIR Iaunches smart solution for
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Users design their
systems by choosing ei-
ther the Smart Sensor
or Imaging Streaming
configurations,  select-
ing either the A400 or
A700 camera body based
on the resolutions they
need, and then adding
lenses and a range of op-
tional features to fit their

application.

Also, FLIR currently
is in beta testing for an
automated elevated skin
temperature  screening
software solution that
is fully integrated with
its United States Food
and Drug Administra-
tion-certified thermal
cameras. The
is designed to rapidly
increase the accuracy,
ease-of-use, and speed of
existing screening proce-
FLIR will share
an announcement about

its solution in Q2 2020.

solution

dures.

Al Gamera specialist Deep Sentinel
launches Ill‘lllllll}l ﬂll‘ oMB Market

Deep Sentinel, a start-
up provider of artificial
intelligence  (AI)-based
security cameras and
monitoring services for
the residential market,
has launched a similar
offering for small-to-me-
dium businesses.

Deep Sentinel for
Business is said to pro-
vide after-hours protec-
tion against crimes like

vandalism and

theft,
while featuring many of
the same benefits as the
company’s home security
product.

The company’s
weatherproof — cameras
use Al to detect potential
threats, alerting one of
the company’s LiveSen-
tinel guards to unusual
activity, including loi-
terers. Guards can then

intervene through the
system’s two-way audio
and 104dB siren, with
the ability to contact lo-
cal law enforcement.

The system kit in-
cludes three wire-
less cameras with wall
mounts, a hub and four
rechargeable lithium-ion
batteries. The 1080p
cameras offer full HD
recording and streaming,
and include night vision
and PIR motion sensing
to 35 feet with a 130°
field of view. The Al
engine detects people,
animals and objects, and
is said to interpret be-
havior in real time. This
capability  distinguishes
between a potential in-
truder and a dog or other
non-threats.

www .securityupdate.in
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HGH showcases enhanced thermal
and VISI|I|E Ilillllll'ﬂlll_lﬂ aensor

HGH 1is to show-
case its new generation
SPYNEL-U 360° pan-
oramic thermal and vis-
ible camera surveillance
system shortly. The op-
tronic expert reinvented
this maintenance-free,
uncooled thermal imag-
ing camera from design
to performance to pro-

vide unrivalled situational
awareness. The dual-chan-
SPYNEL-U when
used in conjunction with
CYCLOPE advanced im-
age processing software
provides multiple threat
detection, day and night,
even in adverse weather

nel

conditions.

The SPYNEL range
1s world-renowned in the
defence and security sec-
tors. Spynel-U offers both
a thermal and visible high
resolution panoramic
channel on the same sen-
sor. While the high con-
trast thermal panoramic
video is ideal for real-time
long-distance  detection
and tracking, the high-res-
olution visible panorama
enables the rapid identi-
fication of the detected
threats.

The new SPYNEL-U
design utilises the same
base as SPYNEL-X and
SPYNEL-S, supporting
straightforward ~ sensor
interchangeability on
platforms and tripods.
Employ the SPYNEL-U
to protect critical infra-
structure such as ports,
airports, nuclear plants
and prisons, as well as at
public events and demon-
strations.

New Wisenet four-channel
multi-sensor cameras

WISENET

Techwin

Hanwha
has enhanced its premi-
um Wisenet P series with
the addition of three new
four-channel — multi-sen-
sor cameras, designed to
provide a cost-effective
solution for detecting and
tracking objects over wide
open areas.

The 8MP Wisenet
PNM-9084QZ  features
motorised varifocal lenses
for precise control of fo-
cal length, angle of view
and zoom of each of its
sensors, as do the 8MP
PNM-9084RQZ and
S5MP PNM-9085RQZ,
which are also equipped
with built-in smart IR illu-
mination for each sensor.
This illuminates objects at
a distance of up to 30m
by focusing the beam in
line with zoom. All three
new H.265 multi-sensor
cameras are equipped with
motorised PTRZ gimbals
which reduce on site times
as they enable installation
engineers to remotely pan,
tilt, rotate and zoom the

lens’ positions in order to
set the camera’s field of
view.

Head of Product and
Marketing for Hanwha
Techwin  Europe, Uri
Guterman, said: “These
new models, which enable
operators to choose from a
broad range of customis-
able angles and zoom set-
tings per sensor, offer cost
savings for both system
integrators and end users.
This is because multi-sen-
sor cameras use less cable,
conduit and mounting
hardware compared to
what would normally be
required to enable up to
four separate cameras to
do the same job. They also
need fewer VMS licenses
as only a single IP connec-
tion is required.”

Key features include
advanced wide dynamic
range (WDR), which per-
forms at up to 120dB to
accurately produce images
in scenes that simultane-
ously contain very bright
and very dark areas, true

day/night camera func-
tionality with a removable
infrared cut filter (ICR).

Other features include
digital image stabilisa-
tion (DIS), which reduc-
es motion blur caused by
wind or vibration and en-
sures the capture of sharp,
stable images; Support
for H.265, H.264 and
MJPEG compression, as
well as WiseStream 11, a
complementary compres-
sion technology unique to
Wisenet cameras; Built-in
Intelligent Video Analyt-
ics (IVA), including Tam-
pering, Loitering, Direc-
tional Detection, Defocus
Detection, Fog Detection,
Virtual Line, Enter/Exit,
Appear/Disappear, Audio
Detection, Face Detection
and Motion Detection.

Finally, you have
sound classification: An
audio analytics feature
which recognises critical
sounds such as raised voic-
es, screams, broken glass,
gunshots and explosions,
and generates an alert to
enable security personnel
to quickly react to any inci-
dents; together with IP66,
IK10, and NEMA 4X rat-
ings for protection against
water, dust, and mechani-
cal impact, makes the three
multi-sensor cameras an
ideal choice for outdoor
applications.
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AV Gostar wins two industry awards New line of affordable domes
from AXis

SECURECAMPUS

2020 AWARDS

S Z

Arecont Vision Co-
star (AV Costar) is set
to receive two security
industry awards for the

new adjustable view,
omnidirectional Con-
teralP Omni LX Re-

mote Setup camera. The
newest Omni platform
offers easy installation
and setup plus advanced
features in a megapixel
camera that covers any
view up to 360 degrees
for non-stop situational
awareness.

AV  Costar’s Omni
LX Remote Setup cam-
era was first unveiled at
last fall’s GSX Chicago
conference, and is now
generally available. AV
Costar brings a proud
legacy of surveillance
industry leadership, pi-

Mcastan

oneering the first pan-

oramic 180-degree
multi-sensor megapixel
cameras, followed by

the first adjustable view,
4-sensor omni-direction-
al models, with multiple
follow-on  generations
adding new features, ca-
pabilities, and designs.

The new Omni LX
Remote Setup offers
some of the most ad-
vanced capabilities and
teatures of any omni-di-

rectional multi-sen-
sor camera, including
hands-free setup. The

camera is easily installed
with a unique, time sav-
ing mounting design
on a wall, ceiling, pole,
emergency call box, or
other structure. All 4
sensors can then be re-

motely moved into po-
sition from the safety
of the ground over the
network. The installer
remotely uses the pan,
tilt, zoom, and focus
controls to lock in non-
stop coverage of virtually
any viewing area. 180-,
270-, and 360-degree
presets speed setup, with
the ability to further ad-
just and save additional
viewing choices. These
capabilities eliminate the
need for a service call or
use of a lift or ladder to
change or fine tune the
view, saving both time
and money. The Omni
LX Remote Setup brings
even higher performance
and reliability than earli-
er models, all in a com-
pact PoE dome.

ElZ0 launches Flexacan 27-inch
WOHD ultra-slim monitor

FlexScan EV2760

With a 27-inch diag-
onal and 2560 x 1440
pixels, the new FlexScan
EV2760 from EIZO of-
ters plenty of scope for
efficient use in the office.
Whether its text, graph-
ics, photos or videos,
users enjoy crystal clear,
incredibly detailed im-
age reproduction on its
large screen. Antireflec-
tion coating, flicker-free
brightness control and
a flexible stand facilitate
ergonomic  work. Its
smart, three-sided, vir-
tually frameless design
means that one can focus
on what’s most import-
ant while maintaining a
clear overview of their

work.

Thanks to its EIZO
EcoView functions it
boasts a low power con-
sumption if, for example,
one needs a lower bright-
ness level and a glare-free
view. The EV2760 of-
ters a wide range of con-
nection possibilities with
Display Port, HDMI
and DVI-D signal in-
puts, not to mention
four USB downstream
ports.

When it comes to
image quality and ergo-
nomics in particular, the
EV2760 fulfils all profes-
sional requirements for
monitors used in mod-

ern office environments.
Antireflection  technol-
ogy and Auto EcoView
ensure a glare-free view
of the screen, while the
stand helps to prevent
posture problems thanks
to its amazing flexibility.

The WQHD-LCD
featuring IPS technolo-
gy ensures the greatest
possible viewing angle.
The EV2760 achieves a
contrast ratio of 1000:1,
thanks to a typical
brightness of 350 cd/m2.

EIZO provides a five-
year warranty for the
EV2760, just like for all
FlexScan models.
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Axis Communica-
tions launches a new
generation of the Axis
M31 network camera
series. The Axis M3115-
LVE and Axis M3116-
LVE are suitable for
both indoor and outdoor
surveillance and offer a
wide-angle view and ef-
fective video quality in
1080p and 4 MP and
are designed for use in a
wide variety of applica-
tions.

These fixed domes
feature Axis Forensic
WDR for high-qual-
ity video even when
there’s both dark and
light areas in the scene
and Axis Lightfinder for
increased light sensitiv-
ity and clear colours in
low light. Additionally,
there’s no need for ad-
ditional lighting — with
built-in IR illumination
unobtrusive surveillance
can be achieved in total

SECURITY UPDATE A 9

darkness.

Key features include
HDTV 1080p and 4
MP video quality; Fo-
rensic  WDR, Light-
finder and IR illumina-
tion; Wide-angle view;
Zipstream  supporting
H.264 and H.265; and
Signed firmware and se-
cure boot.

These impact-re-
sistant ~ cameras  are
IKO08-rated, and the cas-
ing can be repainted in
any colour to blend in
with specific surround-
ings. Signed firmware
and secure boot guar-
antee that the firmware
hasn’t been altered and
ensure only authorised
firmware is installed.
These products offer
Axis Zipstream with sup-
port for H.264/H.265,
which significantly re-
duces bandwidth and
storage requirements
without compromising

image quality.

Hikvision Introduces Temperature
atreening Thermographic Gameras

Hikvision has in-
troduced Temperature
Screening Thermo-

graphic Cameras in In-
dia to help the preven-
tive measures at Airport
and other transport ter-
minals, schools, hospi-
tals and at places with
long queues.

These Temperature
Screening Thermo-
graphic Cameras can

sense IR radiations (8-
14um) and produce
thermal images. Ther-
mal cameras convert
IR radiations into gray
value, and establish the
accurate corresponding
relation between gray
value and temperature
through the tempera-
ture measurement algo-
rithm model.

It 1s  well-known

that one major symp-
tom of virus infections

is temperature caused
by fever. Therefore, a
thermal camera with
high temperature accu-
racy can detect the ele-
vated skin temperature
to make the tempera-
ture screening so as to
achieve rapid prelimi-
nary screening in public
areas. Actual core body
temperatures should be
turther confirmed using
clinical measurement
devices. Under any cir-
cumstances, it is highly
recommended to use
Hikvision’s thermo-
graphic cameras in ac-
cordance with local laws
and regulations. It takes
only one second for a
thermal camera to de-
tect the temperature of
each person. Thus, there

will be no congestion
when passing through
the site where tempera-
ture needs to be checked
as the Thermal cam-
era supports non-con-
tact temperature mea-
surement, from up to
around 1 meter away.
That reduces the risk of
infection coming from
physical contact.

Multi-person De-
tection: It can enable
multi-person  detection
simultaneously

Alarm Notification:
In case of any detection
the Temperature Screen-
ing Thermographic
Camera  immediately
sends alarm notification
to notify operators. It
also has AI detection to
reduce false alarms from
other heat sources
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CASE STUDIES

Dahua Thermal Solution
prevents spread of GOVID-19

The vyear 2020 is
bound to be a special
year with the outbreak
of coronavirus disease
(COVID-19) globally.
The highly contagious
disease has taken away
many lives and count-
ing, especially in Chi-
na, South Korea, Japan,
and some countries in
Europe and the Middle
East.

Dahua  Technology
has been an early partici-
pant in the epidemic pre-
vention and control in
Asia, joining the global
efforts in combating the
virus to minimise the im-
pact on mankind.

Since sending its first
batch of thermal cam-
eras to the hardest-hit
area, Wuhan, on Janu-
ary 24th, 2020, Dahua
Thermal Solution has
been deployed in thou-
sands of sites in China,
including transportation
hubs, commercial com-
plexes, banks, and oth-
er places, and some are
on the way to multiple
countries in Asia.

Hong Kong, a fi-
nancial capital in Asia,

suffers

also from the
COVID-19 epidemic sit-
uation. Dahua Thermal
Solution has been ap-
plied in some local busi-
ness complexes, banks,
company parks, and
other places. To enable
safe and smooth work
resumption recently,
quite a few major corpo-
rations have been using
Dahua Thermal Solution
in their headquarters and
subsidiaries to improve
their workplace safety.
Dahua Thermal Solution
measures the body tem-
perature of their employ-
ees, handling thousands

of staff flow every day.

Compared to the
traditional way of body
temperature  measure-
ment — a forehead ther-
mometer, using Dahua
Thermal Solution will
significantly improve
speed and accuracy, and
at the same time, help re-
duce cross-infection via
non-contact  measure-
ment.

To measure the tem-
perature of 5,000 peo-
ple, it will take about 4.2
hours using a forehead

thermometer, as it takes
at least 3 seconds to mea-
sure a person. However,
it takes only 30 minutes
if using the Dahua Ther-
which
measures 3 people per

mal  Solution,
second. It also features a
high accuracy of £0.3°C.

“Dahua Thermal
Solution helped us detect
a couple of suspected
cases in just a few hours
of operation, which we
greatly appreciate,” a
Hong Kong user com-
mented. Dahua Thermal
Solution has been on the
front line since the very
beginning, helping with
the epidemic prevention
and control in airports,
railway stations, hospi-
tals, schools, and other
sites all over Asia. Fea-
turing high accuracy,
high efficiency, strong
adaptability and easy de-
ployment, Dahua Ther-
mal Solution can also be
applied to all kinds of en-
trances and exits, kitch-
ens and kindergartens.

aingapore Police deploys HID
Lumidigma Fingerprint Sensors

HID Global has an-
nounced that the traffic
branch of the Singa-
pore Police Force has
deployed an electronic
Know Your Customer
(eKYC) system that uses
HID Lumidigma V-se-
ries Fingerprint Sensors
to verify the identities
of driver’s license appli-
cants.

The HID Lumi-
digm sensor’s patented
multispectral  imaging
technology has helped
improve identity-verifi-
cation speed and efficien-
cy as compared to their

previous  paper-based
process, and its proven
liveness-detection  capa-
bilities significantly di-
minish the risk of fraud-
sters compromising the
eKYC system.

Deployed by HID
partner Secur Solutions
Group at Singapore’s
three driving schools, the
new eKYC system im-
proves security by using
fingerprints to verify the
“true identity” of driver’s
license applicants. The
speed and reliability of
the Lumidigm sensors
has enabled the entire

enrollment process to
be performed at kiosks
in seconds, from finger-
print capture through
matching against the ac-
tual identity documents
(NRIC/Work Permit).

The Singapore Po-
lice Force is enrolling
500 to 700 individuals
a day at the kiosks since
deployment and has cut
almost 1,500 man-hours
of labor per month by

eliminating its staffed
counters and manual
workflow. “The HID

Lumidigm sensors have
outperformed all alter-
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natives with respect to
speed, accuracy and con-
sistency of image acqui-
sition regardless of finger
or environmental condi-
tions,” said Tseng Wun
Hsiung, CEO of Secur
Solutions Group. “New
opportunities are being
considered for service
enhancement and parts
of the eKYC system are
being evaluated for inte-
gration.”

HID Global’s pat-
ented multispectral fin-
gerprint imaging tech-

nology captures unique
characteristics from the
finger’s surface and sub-
surface, which is partic-
ularly important for the
Singapore Police Force’s
eKYC system because
it serves a large popu-
lation spanning many
ages, ecthnicities and
skin types. The Tseng
Wun Hsiung technology
works reliably with nor-
mal, wet, dirty, dry or
damaged fingers, and in
sunlight or wet or cold
conditions.
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Field-updatable live-

detection is
ployed to distinguish
between the captured
biometric data from a

ness c¢m-

real living person versus
a plastic, fake or other
artificial fingerprint cop-
ies. HID’s V-Series Lu-
midigm sensors were the
first fingerprint products
certified to the Interna-
tional Standards Organ-
isation (ISO) standard
tfocused on anti-spoofing
and liveness detection.

Luton Airport Marriott gets cybersecure

The new Courtyard
by Marriott hotel at
London’s Luton Airport
is being protected with
the latest, cybersecure
video surveillance tech-
nology from IDIS. The
complete end-to-end
solution, from Korea’s
largest video equipment
manufacturer, is en-
abling trouble-free re-
mote 24/7 monitoring,
ensuring improved ser-
vice efficiency, safety and
security for guests. IDIS
DirectIP technology was
chosen for its ease of in-
stallation and use togeth-
er with the reassurance
of multi-layered protec-
tion against cybersecuri-
ty risks.

Although the instal-
lation team from DGS
Systems had never previ-
ously worked with IDIS
technology before, they
found that it lived up
to its true plug-and-play

ideo protecton wit 0I5

promise. Despite having
almost 100 cameras to

set up —including 74 full-
HD IR domes and 17
vandal resistant full-HD
IR domes - one-click
network  configuration
allowed the engineers to
work rapidly, connect-
ing devices easily and
not needing to manual-
ly enter passwords for
each one. This not only
reduced installation time
but ensured greater pro-
tection against network
infiltration by minimis-
ing the likelihood of
human error, which can
occur when passwords
need to be written down
and entered manually.
Encryption technologies
and NVR firewalls to-
gether with proprietary
protocols and file struc-
tures make IDIS surveil-
lance solutions less vul-
nerable to attacks than
many common open ar-

chitecture components.

IDIS DirectIP made
it easy to set up the three
IDIS NVRs (32-channel
DR-6332PS-S) to pro-
vide impressive record-
ing capability and meet
the customer’s require-
ment for three months’
storage of all recordings.
The NVRs’ 370Mbps
throughput ensures no
latency on live footage
and high-quality image
capture in full HD.

Most of the camer-
as are used for incident
investigation, although
with the hotel’s service
areas now covered, op-
erational efficiency has
been improved too. For
example, routine checks
on the rooftop plant
room can now be han-
dled remotely, rather
than in person, which
is  particularly  useful
during adverse weather
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conditions.

The hotel’s owner
also wanted to protect
the car parks and build-
ing exteriors to reduce
the risk of crime, and
shortly after the system
was completed, a gang of
opportunist  scrap-met-
al thieves was recorded
stealing cables from the
site. The IDIS full-HD
IR domes provided vid-
eo evidence that was key
to a successful police in-
vestigation,  delivering

pin-sharp images in all
lighting conditions and
easily handling rapid
variations in brightness
and shade thanks to their
true wide dynamic range
(WDR).

“The IDIS solution
was very installer-friend-
ly and easy to configure,”
says Dariusz Surowy of
DGS Systems UK, con-
firming that the same
technology is now being
used on more sites.
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Meanwhile, James
Min, Managing Director,
IDIS Europe comments
that IDIS solutions are
designed to be easy to
install, simple to use,
and to give the lowest
total cost of ownership
(TCO). “For busy hotels
such as the Courtyard by
Marriott at Luton, they
provide the perfect tool
for safety, security and
more efficient manage-
ment.”

Infinet Wireless to safeguard
residents in MEXiﬂﬂ

Infinet Wireless has
installed a new high-ca-
pacity  wireless  infra-
structure  to  improve
public safety and expand
its geographical coverage
in the Zacatecas state,
located in north-central
Mexico.

The company has
provided connectivity to
around 150 locations in
numerous municipalities
in the state, further en-
abling the local authori-
ties and law enforcement
agencies to provide dy-
namic monitoring of the
streets and neighbour-
hoods, emergency care
wherever it is needed,
enhanced citizen protec-
tion, and connecting the
REPUVE public register
of vehicles with all rele-
vant command and con-
trol centres.

Infinet Wireless was
selected to deliver the
project following a deci-
sion from the Executive
Secretary of the State
Public ~ Security ~ Sys-
tem (SESESP), which
is responsible for citi-
zen safety and security
in the entire state, with
the main objective being
a major technological

overhaul and renewal to
ensure the safety of res-
idents and visitors to the
region.

“SESESP  required
a solution which could
address the limitations
of the legacy wireless
platform we had, make
more efficient use of the
limited radio spectrum
available, mitigate radio
interference  generated
by third party and rogue
base stations, as well as
significantly improve the
reliability of our camera
feeds even in the highest
density locations,” said
Jaime Francisco Flores
Medina, Executive Sec-
retary of the SESESP of
Zacatecas state. “These
were critical criteria for
SESESP, and Infinet
Wireless was able to pro-
vide a reliable solution
which met and exceeded
our expectations, as well
as providing much easier
installation and mainte-
nance.”

One of the key chal-
lenges faced by SESESP
was to ensure that its sub-
sidiary, The Center for
Integral  Coordination,
Control, Command and
Communications (C5),

could have access to dy-
namic and comprehen-
sive visibility at the street
level, enabling quick
decision-making on all
matters related to public
safety, medical emergen-
cies, the environment,
civil  protection, flow
of road traffic and the
provision of various ser-
vices to the community
at large. Gathering and
sharing real-time infor-
mation from a multitude
of sources presented a
real challenge, especially
as the collected informa-
tion needed to be sub-
sequently distributed to
various monitoring and
control centres spread
across the state.

“This was a project
with understandably very
stringent ~ requirements
due to the mission-crit-
ical nature of SESESP’s
work  protecting  the
state’s citizens and visi-
tors. As the eighth larg-
est state in Mexico, there
were obvious geograph-
ical challenges in order
to connect more than
150 locations  across
Zacatecas,” said Carlos
de Lamadrid, Regional
Business Development
Manager for LATAM at
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Infinet Wireless. “Our
years of experience de-
veloping state-of-the-art
wireless solutions, able
to operate in the most di-
verse climatic conditions
and terrain topologies,
whilst delivering band-
width-intensive applica-
tions in real time, allows
us to deliver to SESESP
a solution that is help-
ing the state continue its
critical work safeguard-
ing its citizens and entire
communities.”

Infinet Wireless de-
signed and implement-
ed the network based
on its R5000 product
family, which includes
Point-to-Multipoint
(P2MP) solutions as
well as Point-to-Point
(P2P) ones. The new
platform provides the
necessary bandwidth and
capacity, with room for
future growth, for cru-
cial systems all aimed at
improving people’s lives,
ensuring their security
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wherever they are and
significantly ~preventing
and ultimately reducing
crimes of all types.

Ultimately, SESESP
is now able to rapidly
gather all relevant infor-
mation from all corners
of the state, then share
it with various authori-
ties in order to take pre-
ventive actions as well as
remedial ones whenever
necessary.

Mountain Warehouse selects
Nedap for RFID roll out

Mountain Ware-
house, a major UK out-
door apparel and equip-
ment retailer, has selected
D Cloud, Nedap’s lead-
ing inventory manage-
ment solution for a glob-
al deployment to 400
stores. The deployment
started in January 2020
in the United Kingdom,
continuing with Europe,
North America and New
Zealand with the main
objective being to im-
prove inventory accu-
racy, leading to better
product availability.

Mountain Warehouse
has been growing year on
year for 2 decades now.
To continue this success,
it’s vital that the retailer
continues to be agile and
move with customer be-
haviour. Aligning bricks
and mortar with the dig-
ital experience of using
RFID is an essential in-
gredient to maintain this
growth.

“We have been very
successful over the past
22 years at Mountain
Warehouse. To build on
this growth, we made
the decision in 2019 to
RFID source tag our
inventory. As a result
of this, we will bene-
fit hugely from having
tull inventory visibili-
ty. Knowing what is in
stock allows us to pro-
vide better product avail-
ability, improving our

customer  proposition,
whilst increasing sales”,
comments Jamie Mor-
gado, Head of Retail
Operations at Mountain
Warehouse.

Mountain Warehouse
ran a previous project
looking into the bene-
fits of RFID. The im-
provement in accuracy,
although with a difterent
supplier, supported the
business case which in
turn started the Request
tor Proposal process.

“We were looking for
an experienced suppli-
er with a platform that
was simple to integrate,
could scale internation-
ally with ease, and was
lightweight to set up
from an IT perspective.
We also wanted an ap-
plication that is easy and
fun for our store staff to
use. We feel that Nedap’s
experience in the market
and approach to RFID,
fits in very well with our
objectives and culture at
Mountain  Warehouse,
not only now, but where
we want to be in the fu-
ture too”, comments Al-
exandria Smuts, Head of
IT Delivery at Mountain
Warehouse.

In addition to ex-
perience and referenc-
es, not having to invest
in shielding materials
was an important driv-
er for Mountain Ware-

house when selecting 'D
Cloud. Alexandria Smuts
says: “One key aspect
in choosing Nedap was
their ~ Virtual ~ Shield-
ing solution, which will
help stores with their
shop floor replenishment
process, maximizing on-
shelf availability. Virtual
Shielding removes the
requirement to physi-
cally shield stock rooms
with  RFID  blocking
paint or foil, which fa-
cilitates a lower level of
investment for roll out.

“It 1s an absolute
pleasure to welcome
Mountain Warchouse to
our !D Cloud commu-
nity”, comments Nick
Markwell, Business Lead
D Cloud UK at Nedap.
“We share the same phi-
losophy that inventory
accuracy is the funda-
mental building block to
enabling product avail-
ability. This will open
more doors for future
growth, opening up
omni-channel initiatives
and ultimately providing
their customers with bet-
ter choice. We are look-
ing forward to helping
Mountain ~ Warehouse
deploy RFID global-
ly and supporting them
to develop their RFID
roadmap, so that they
can continue to build
on their very strong 22
years of trading.”
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atringent regulation upgrades
drive fire alarm market

The global fire alarm
and detection market size

is expected to reach USD
75.3 billion by 2027,
expanding at a CAGR
of 8.5% over the fore-
cast period, according
to a study conducted by
Grand View Research,
Inc. Increasing awareness
towards the safety and se-
curity of assets across the
globe is expected to offer
significant opportunities
for technological innova-
tions in the market.

Additionally, rise in
the consumer spending
on fire protection devic-
es especially across the
enterprise and industrial
sectors in order to reduce
the risk of accidents is
expected to spur market
growth. Moreover, strin-
gent government regu-
lations and mandates re-
garding workplace safety,
and increasing demand
for state-of-the-art fire

alarm & detection sys-
tems is expected to fuel
the market.

The need for upgrad-
ing the existing alarm
and detection systems to
more advanced versions
that consequently comply
with the new stringent
regulations will ~ drive
the market. A growing
number of fire accidents
has developed into the
need for installation of
advanced alarm and de-
tection systems across the
residential, commercial,
and industrial sectors.
For instance, legislative
requirements from differ-
ent countries including
the National Fire Protec-
tion Association, USA,
and Building Code of
Australia have mandated
the installation of fire de-
tection devices, thereby
boosting the demand for
these devices.

North America dom-

mnated the market in
2019 and is expected by
the researchers to con-
tinue its dominance over
the forthcoming years.
Whilst the Asia Pacific re-
gion is anticipated to ex-
hibit the highest CAGR
from 2020 to 2027.
Growing  industrialisa-
tion and urbanisation in
emerging markets such as
India, China, and Japan
is expected to accelerate
infrastructure  spending
including mass transpor-
tation such as airport se-
curity for example.

The fire detector seg-
ment is expected to dom-
inate the market owing
to stringent government
regulations across various
countries mandating the
installation of the devices.
For instance, in India, the
National Building Code
(NBC) was published
in 2016 to implement
building standards en-
suring safety through the
use of active and passive
smoke detection systems.
The segment is expected
to reach USD 38.1 bil-
lion by 2027

Within the detectors
segment, smoke detec-
tors are expected to dom-
inate and the analysts
expect that trend to con-
tinue over the forecast
period, anticipating it to
reach USD 17.0 billion
by 2027.

Prominent indus-
try participants cited by
the researchers include
Bosch; Eaton Gentex;
United Technologies
Corporation;  Honey-
well; and Johnson Con-
trols.

A non-flammable lithium battery

Researchers from
Deakin University in Vic-
toria, Australia, have de-
veloped a lithium metal
battery prototype which
features electrolytes de-
signed to be resistant to
catching fire.

The breakthrough
from Deakin’s Institute
for Frontier Materials
(IFM) is said to repre-
sent an alternative to the
rechargeable lithium-ion
batteries used in portable
electronics, stationary en-
ergy storage and electric
vehicles and is the cul-
mination of more than
10 years’ work by elec-
tromaterials staff at the
institute.

Patrick Howlett, di-
rector of the university’s
Battery Technology Re-
search and Innovation
Hub (BatTRI-Hub) said
a 1 Ah (amp-hour)-sized
lithium metal pouch
cell was the first device
Deakin  created using
ionic liquid electrolytes
which allow for better
safety and high tempera-
ture and high voltage sta-
bility, to offer increased
energy storage capacity.

The ionic liquid is
a salt which takes liq-
uid form at room tem-
perature. Researchers at
Deakin and Melbourne’s
Monash University have
been working for 30

years on the materials,
which have begun to at-
tract widespread interest
in the battery communi-

ty.

“Tonic  liquids  are
non-volatile and resistant
to catching fire, meaning
that unlike the electro-
lytes currently used in
lithium-ion cells — used
by, for example, Sam-
sung and Tesla — they
won’t  explode,”  said
Howlett. “Not only that,
but they actually perform
better when they heat up
so there’s no need for ex-
pensive and cumbersome
cooling systems to stop
the batteries from over-
heating.”
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However, it is an out-
standing ability to cycle
energy-dense lithium
metal electrodes which
inspired the research ef-
fort. IFM research fellow
Robert Kerr, who has
worked on translating the
materials into real devic-
es, said changing battery
materials could change
key features of the devic-
es.

“For example, if we
change the electrodes to
include lithium metal, we
can increase the storage
capacity for up to 50%
longer run-times,” said
Kerr. “When we change
the electrolyte, it can
give a higher discharge
rate or allow the bat-
tery to operate at much
higher temperatures -
but the electrolyte must
be compatible when in
contact with the reactive
lithium metal electrode.
By choosing the right
electrolyte chemistry we
can completely avoid the
catastrophic  explosions
caused by ignition of the
volatile electrolyte when

the cell is damaged or
overcharged.”

While lithium metal
batteries could offer far
better energy density and
much lower weight than
lithium-ion technology —
thanks to the replacement
of heavier graphite with
lithium metal as anode
— lithium metals do not
work well with conven-
tional electrolytes. An-
other headwind for the
innovative  technology
is the lack of knowledge
about the best way to
manufacture cells at prac-
tical levels for demon-
stration, given the use of
lithium metal electrodes
in lithium metal batteries
is not common in the in-
dustry. The breakthrough
has been described as
“Just a stepping stone on
the way to 1.7 Ah cells,
which are soon to be in
production” nevertheless.

The project has been
progressing at a rapid
pace since the forma-
tion of the Deakin Bat-
TRI-Hub in 2016. The
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potential of ionic liquid
electrolytes is also being
explored under a separate
three-year project run by
IFM and BatTRI-Hub
with chemical manufac-
turer Boron Molecular
— which was spun out
of the federal Common-
wealth Scientific and In-
dustrial Research Organ-
isation — and technology
company Calix.

In the first stage of
the project, coin-cell fab-
rication,  electrochemi-
cal screening and testing
of Calix’s highly porous
nano-active electrode
materials — such as man-
ganese oxide (Mn304)
cathodes and titanium
oxide (TiO2) anodes -
and ionic liquid electro-
lytes will be carried out
by IFM at Deakin. After
that, the BatTRI-Hub
will manufacture pouch
cell and battery pack pro-
totypes. The project will
involve a field trial of the
battery packs, including
solar applications linked
to small solar systems
and Deakin’s smart mi-
crogrid, which features a
7 MW solar farm and a 1
MW battery. The prod-
ucts could then be sup-
plied to global manufac-
turers and customers for
performance evaluation.

Telguard gets NY Gity approval for
fire Alarm Gommunicator

Telguard  announc-
es its cellular fire alarm
communicators have
been issued a certificate
of approval by New York
City that will allow deal-
ers to use the company’s
TG-7FS LTE cellular fire
communicator.

New York City has
strict ~ regulations on
which types of fire com-
municators can be de-
ployed within the city.
Manufacturers must
obtain a certificate of
approval for fire sys-
tems dealers to be able
to specify a brand like
Telguard. The TG-7FS
is a universal cellular
communicator, meaning

it works with virtually
every fire alarm control
panel. Using LTE cel-
lular networks, the TG-
7ES transmits alarm sig-
nals from the fire panel
to the designated moni-
toring station. The unit
meets UL 864 require-
ments and is compliant
with NFPA 72 for pri-
mary or backup commu-
nications for commercial
fire alarm systems.

By using the TG-7FS,
accounts can go from
two to one dedicated
landline, which provides
cost savings, according
to the company.

Dealers and integra-

tors can choose from ei-
ther AT&T or Verizon
models whichever
carrier works best for
them in their locale. Tel-
guard has been a go-to
cellular communicator
for authority having ju-
risdictions (AH]Js) and
fire marshals across the
country for years.

Telguard is a brand of
Telular Corp. The com-
pany combines devices,
communications,  vid-
€0, interactive services
and alarm processing
into turnkey systems for
monitoring  intrusion,
fire systems and home
automation without a
traditional landline.




MAY 2020

alk

So often, our focus in
security and access control
zeroes in on the hardware.
Its latest functionality or
compatibility with emerg-
ing technologies grabs the
headlines. Yet it is your
access control software
which knits a system to-

gether — and the signs
are, this is finally getting
the attention it deserves in
security procurement.

“Today, access control
software is more accessible
to a wider variety of ac-
tors,” writes Bryan Mon-
tany, a research analyst at
IHS Technology, “provid-
ing end-users with broader
and more comprehensive
data relating to patterns in
building occupancy.”

“Software has also sup-
ported integrations with
other security systems, en-
abling security managers
to respond in real time to
emerging incidents and
potential security breach-
es.”

In other words, you
can escape the limiting
functionality of outmod-
ed access management
with a new generation of
software solutions. They
can fix everyday access ir-
ritants.

Below are just seven:

Freedom from the
access management ter-
minal

Multi-seat  manage-
ment should be a given.
Your intuitive, customised
dashboard could have a
personalised login screen
configuration for every
administrator.  Software
should offer flexible man-
agement options, includ-
ing secure system adminis-
tration from anywhere and
multi-time zone capability
options.

An access management
“terminal” should be tied

to you — not the other
way around.

Maximum flexibili-
ty, whatever your lega-
cy system Access control
software puts in the hard
yards when it bends your
existing system or setup to
new needs. It can integrate
across several databases,
making workflows easier
and less error prone. You
may even wish to manage

any existing mechanical
locks from the same inter-
face as your electronic or
electromechanical  locks.
The right access control

software handles that for
you.

Tailored access for
every site user and visitor

Streamlining ~ access
rights management for
staff, contractors and vis-
itors can boost business
efficiency.  Your access
control software should fil-
ter access to specific locks
according to the precise
security needs of your site
and users. For any system,
you should be able to cre-
ate individual schedules
for key-holders, doors or
audit trails. In a few clicks
you can require users to
revalidate keys regularly,
making it safer to issue a
contractor with time-lim-
ited access.

Smarter, more effec-
tive building manage-
ment

Smart buildings need
intelligent  software. Do
you know who uses which
doors at your site, and
when? Are you planning
an office expansion and
weighing up appropri-
ate security for each type
of room use? A properly
configured software con-
trol panel should accurate-
ly track user movement
around your site. It feeds
back the data you need to
make better business deci-
sions.

Saving security bud-
gets with a Software as a
Service (SaaS) option
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Problems your access control
software could fix right now

Ideally, you want to
spend your security bud-
get on actually securing
people and assets. Alas, in
the real world, IT costs and
contingency budgeting eat
up much of it. When you
run access management
software with a reliable
Saa$S provider, security in-
frastructure budgeting be-
comes more predictable.
Your data enjoys complete
redundancy and is there-
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fore more secure. And
your company’s software
is always, automatically up
to date — critical for cy-
ber-security resilience.

Mobile solutions
for the modern mobile
workforce

Are your mobile work-
ers and contractors re-
turning to base — or the
nearest credential update
— to redefine or revalidate
their access rights? Access
control software can (and
should) be mobile. So, in-
stead of updates, workers
update credentials on the
go, wherever they are, via
an app and its encrypted
Bluetooth connection.

All your business
process software in one
place

Multiple systems cre-
ate double or triple the
work. Duplicating data
entry increases the chance
of errors. With access con-
trol powered by the CLIQ
Web Manager, for exam-
ple, you can integrate pow-
erful access management
features with your existing
business process software.
One hub for everything.
Thanks to the CLIQ Web
Manager’s open architec-
ture, you can build a sin-
gle interface to control all
your “live” workflows.
You manage HR, support
ticketing, financial report-
ing and more, alongside
daily access control tasks
like validating and revali-
dating credentials, cancel-
ling lost keys and ordering
automated audit trails for
locks or users.
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We all know the say-
ing “crime never sleeps.”
The truth is reality isn’t
far off. According to U.S.
News, crimes like murder,
sexual assault and robbery
happen more frequent-
ly at night nationwide,
with cities like Cincinnati,
Ohio, Austin, Texas and
Dallas experiencing more
overall police incidents
during the evening than
any other time.

For the integrator, this
means the most competi-
tive security solutions will
be able operate reliably,
day and night, to address
these incidents—the only
problem is, without prop-
er illumination, most tra-
ditional video surveillance
systems simply can’t.

The Importance of Illu-
mination

In the age of video an-
alytics, especially, we've
seen this issue create a se-
rious security challenge.
A standard security cam-
era operating — without
lighting — at night can
yield dark, grainy images
at best. Because video an-
alytics require clear, high
resolution images to de-
liver actionable results,
low-quality images stop
detection, identification
and incident prevention
in its tracks. When inte-
grating a round-the-clock
security solution, it’s im-
portant to understand
what options exist to mit-
igate this problem.

Built-In Versus Exter-
nal

A popular lighting op-
tion is when LEDs (light
emitting diodes) are in-
tegrated into the camera.
The appeal of these cam-
eras, with built-in LEDs
that encircle the lens, is
that they provide an all-
in-one solution. However
convenient they may be,
these options often create
limitations. The range for
visible LEDs built into
a surveillance camera is
around 150 feet — and
typically only covers a 30°
field of view (FOV), even
though a standard cam-
era’s FOV is often 90°.

This  creates  “hot
spots” in the middle of
the camera view and can
cause a total “white out”
of the rest of the image.
Additionally, LEDs encir-
cling a lens are known to
cause heat buildup, which
can degrade the lens over
time. External illumina-
tors, however, are able to
minimize heat accumula-
tion and offer much lon-
ger illumination ranges
— up to 900 feet, in fact,
when using infrared (IR)
illuminators. Because
mounting external lights
also enables deployments
to adjust the angle of the
illumination and pair any
given camera lens with the
perfect range/wavelength,
independent illuminators
represent a versatile solu-
tion.

Visible Versus Invisible

An equally important
consideration is the type
of illumination to install.
Visible illumination — or
white light — operates at
a low cost, making them
especially attractive when
compared to other op-
tions, such as fluorescent
or incandescent bulbs.
These options are also
durable and insensitive
to vibration; and they
feature an extremely long
life. Because they utilize
visible light, moreover,
they enable color image
capture and can even act
as a deterrent to suspects

when used as a floodlight.

Drawbacks to consider
include the fact that they
do, however, create light
pollution and operate at
comparably shorter dis-
tances. Invisible illumina-
tion, on the other hand, is
detectable only by black-
and-white or true day/
night cameras, making
any camera placement
with invisible illumina-
tion covert. IR illumina-
tion of this sort offers a
much longer range than
visible light, making them
an effective choice for se-
curity cameras tasked with
monitoring larger areas.
Drawbacks to consider
include the fact that they
can only produce black-
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and-white images, which
can hinder object recog-
nition and search analytics
based on color.

Best  Practices  for
Choosing an Illumina-
tor

When it comes down
to it, there is no “one-size-
fits-all” lighting option
for security deployments.
Each surveillance system
requires a unique solu-
tion. In a smaller space,
for example, the ideal in-
visible lighting option is a
short range, infrared illu-
minator.

In these cases, higher
wavelengths  (>940nm)
are truly invisible and
offer a wide area of cov-
erage. In a larger space,
or in an outdoor setting,
medium range infrared
illuminators with lower
wavelengths  (<850nm)
provide illumination at
longer distances, though
they also produce a faint
red glow. When video
analytics require lighting
at longer distances for
ranged detection, howev-
er, this may be considered
a worthy trade-off.

Consider these factors
when specifying lighting
for your surveillance sys-
tem:

* The angle of illumina-
tion. The FOV of ev-
ery camera is different,
making it important to
choose a lighting op-
tion that best matches
the camera lens being
used.

* Dual or triple mount-
ing bracket. It a p/t/z
camera is deployed, or
if the area being sur-
veilled is too large or
wide for one illumi-
nator to do the trick,
mounting brackets
allow the installation
of two or three, side-
by-side devices. This
strategy doubles the
angle of illumination
and increases illumina-
tion distance by up to
40%, in the case of a
dual mounting bracket
and increases illumina-
tion distance by 75%
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when using a triple

mounting bracket.

* Both options allow
integrators to install a
hybrid lighting solu-

tion depending upon

the specific needs of
the deployment (i.c. a
mix of both visible and
invisible lighting).

* Make sure to target

specific points of in-
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terest, such as gates or
doorways, with both
your camera and your
illuminator to ensure
the most important ar-

eas are covered.

Temperature Screening Solution:
Helping in unsure times

Temperature 1s an
important indicator of
physical health. In many
scenarios, people with
abnormal temperatures
could have a health issue.
Thus, it’s crucial that this
1s detected and monitored
quickly and accurately.
But traditional methods
of temperature measure-
ment are time-consuming
and can put operators at
risk. At times like these,
technology can provide
an efficient alternative.

With advanced de-
tectors and algorithms,
Hikvision’s Temperature
screening Thermographic
Cameras are designed to
detect elevated skin-sur-
face temperatures. This
means they can be used
for rapid and prelimi-
nary temperature screen-
ing in hospitals, stations,
airports and other pub-
lic places. The cameras
have an accuracy of up
to £0.5°C, giving a valu-
able indication of which
persons should be further

tested for fever.

It takes just one sec-
ond to detect a person’s
skin-surface tempera-
ture, and the system can
measure multiple people
at the same time. This
means it is efficient in
an entrance, for exam-

ple, where a number of
people will be passing at
the same time. The use
of AI technology means
non-human heat sources,
for example a hot coffee,

are ignored,
false alarms.

reducing

Once a person is iden-
tified by the camera as
having a higher skin-sur-
face temperature, they
can be flagged for fur-
ther measurement. The
system can also be useful
to monitor a situation,
providing useful anon-
ymous data from a safe
distance supporting end
users’ potential analysis
or research. All this is
also achieved with fewer
people, not only making
it easier to manage and
more efficient, but also
reducing the overall risk
of unnecessary exposure.

Hikvision’s  thermal
portfolio has a number of
options to help with tem-
perature screening. For
example, a Turret/Bullet
Camera with Al com-
bined with iVMS 4200, a
laptop and a bracket can
be used as a quick solu-
tion that can be easily
and quickly installed. For
higher accuracy, a solu-
tion with a Blackbody
calibrator gives an accu-
racy of +0.3°C. There’s

also a more mobile op-
tion, using a Handheld
Camera that can con-
nect to a smart phone or
PC through WiFi to a
Hik-Thermal app. This
also features a built-in
speaker for audio alarm.

There are also solu-
tions that combine tem-
perature screening with
access control, allowing
lobbies to be monitored
and, if necessary, people
measuring above a certain
skin-surface temperature
refused entry until they
are double-checked by al-

ternative methods.

It’s important to re-
member that Hikvision’s
temperature  screening
thermographic ~ camer-
as are designed so as to
achieve rapid prelimi-
nary screening in public
areas. Actual core body
temperatures should be
further confirmed using
clinical measurement de-
vices.

This is just one ele-
ment of a complex in-
frastructure to overcome
challenges in  unsure
times. It can also give
managers and researchers
useful information, col-
lected in a safe manner.

Al IS not a security cure-all,
says ldentity Automation

With the start of the
2020s, many security
industry experts are re-
flecting on the emerging
technologies over the
past decade and looking
forward to what is in

store in the future. Ar-
tificial Intelligence (AI)
1s a buzzword that has
infiltrated everyday no-
menclature  throughout
the past decade. Every
industry from healthcare,

to banking, to security
has implemented some
form of Al that is touted
as the hidden key to max-
imising productivity and/
or security. However,
Al technology is still in

www .securityupdate.in

its infancy and is not the
panacea that many cyber-
security experts claim.

Today, Al is a nascent
technology and has limit-
ed practical applications
because it’s still difficult
to understand the ratio-
nale that is used by the
machine learning algo-
rithms for making their
decisions. As a result of
this limited understand-
ing, these technologies
are only leveraged for
pinpointed functionality.
For example, Al can be
designed to analyse data
for specific threats, such
as malware, but Al tech-
nology is only as good as
the data it analyses and
cannot be fully trusted to
discover new threats that
emerge on their own.
Furthermore, even when
a threat is detected by Al,
humans are still needed
to confirm that a real risk
Is present.

Al undoubtedly has
its place in today’s secu-
rity space. Government
agencies and the military
use Al to comb through
hundreds of hours of call
data to try to isolate ter-
rorist or criminal activity.

In its current state, Al
can successfully review
large amounts of data
and automate repetitive
tasks. The results of these
services are helpful as ad-
ditional data points, but
at this time it makes more
sense to use Al as helper
technology rather than
tully relying on Al to ul-
timately make decisions
for organisations.

Furthermore, Al
can be utilised in access
management to watch
the habits of individuals
and identify actions that
stray outside the norm.
For example, if a user
logs into a system out-
side the normal working
hours, AI can identify
this anomaly and utilise
step-up authentication to
further validate that the
user should be granted
access. Al can also be lev-
eraged for access certifi-
cation campaigns by pro-
viding scoring that helps
approvers prioritise their
efforts on certifications
with low scores. How-
ever, algorithms should
not be trusted to make
higher stake decisions.
This is because Al cannot
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currently be taught or
programmed with the in-
tuition that humans natu-
rally possess, making the
risk of a breach or other
security threat is consid-
erably higher.

In this next decade,
AT will continue to grow
from its infancy into a
more useful and robust
tool that companies can
utilise to keep their assets
and people safe. There
will be a point where Al
reaches a mature stage
where it can truly think
and learn on its own;
computing power has
grown exponentially in
the last decade and will
only continue to grow
more in the next. This in-
crease in computing pow-
er opens up a limitless
number of possibilities
for Al usage, especially as
humans perfect and refine
AT’s algorithms.

For now, Al has a
place in today’s security
industry and has already
proven to be adept at
identifying threats and
making society safer.
While this is helpful,
humans remain as a crit-
ical factor in evaluating
threats. I believe that the
future of AI is bright,
and fully expect that our
capabilities around ex-
plainable AI will rapidly
advance thus providing
many opportunities to
leverage these technol-
ogies in a fully autono-
mous capacity in the not-
to-distant future.

Athena claims its Al platform
fetects Goronavirus

il .

Athena Security is an
Al surveillance startup that
created a platform it claims
can stop threats before
they happen. The latest
threat detection it has add-
ed is for COVID-19, the
coronavirus that is quickly
spreading across the globe.

According to the com-
pany’s website, “Our Fe-
ver Detection COVID-19
Screening System is now a
part of our platform along
with our gun detection
system which connects
directly to your current
security camera system to
deliver fast, accurate threat
detection — including

guns, knives, and aggres-
sive action. Our system
can also alert you to falls,
accidents and unwelcome
visitors.”

Athena says its Al plat-
form utilizes a NVIDIA
2080 RTX graphics card
and computer vision to
continuously monitor
every camera frame for
threats such as a gun be-
ing pulled out, hands in
the air or someone being
punched. When it comes
to detecting coronavirus,
“Athena watches the ther-
mal camera for people with
elevated body tempera-
ture. Fever and dry cough

are the first two signs of
coronavirus infection, and
fever is a quantitative way
to rapidly screen large
numbers that walk by the
camera without friction,”
the company says.

Once a person with an
elevated temperature is de-
tected, Athena will send a
real-time video feed to se-
curity staff, an administra-
tor or whomever the user
designates.

Athena says its plat-
form can send alerts to
a user's VMS and inte-
grate with access control
or other systems with an
API, available by request.
The company is aiming
its coronavirus detection
at schools, corporations,
retail organizations, indus-
trial companies and other
industries that are putting
workplace safety measures
in place to help prevent the
spread of the virus.
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